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CIN 1\0
DA“Cyber-physical systems are physical, biological, a nd engineered
systems whose operations are integrated, monitored, and/or controlled
by a computational core. Components are networked at every scale.
Computing is “deeply embedded” into every physical component,

possibly even into materials. The computational co re is an embedded
system, usually demands real-time response, and is most often
distributed. The behavior of a cyber-physical syst em is a fully-
integrated hybridization of computational (logical) , physical, and human
action.”

Examples of cyber-physical systems include micro- and nano-scale cyber and physical materials,
controlled components, cooperating medical devices and systems, next-generation power grid,
future defense systems, next-generation automobiles and intelligent highways, flexible robotic

manufacturing, next-generation air vehicles and airspace management, and other areas, many of
which are, as yet, untapped.

Networked computers have already changed the way hu ~ mans communicate and
manage information. The change we envision isto th e way humans manage their
physical environment, including for example transpo rtation, energy, health, and

environmental quality. This change requires compulti ng and networking
technologies to embrace not just information, but a Iso physical dynamics.
The impact of this change could well dwarf that of the information revolution.
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Faster and more energy efficient aircraft :
Transportation Improved use of airspace R
Safer, more efficient cars = - —

Energy and Homes and offices that are more energy
Industrial efficient and cheaper to operate -
Automation Distributed micro-generation for the grid

Increased use of effective in-home care
More capable devices for diagnosis

Healthcare and

Biomedical New internal and external prosthetics
Critical M_ore reliable and efficient power griq

Highways that allow denser traffic with
Infrastructure increased safety

2 Cyber-Physical Systems Executive Summary, CPS Steering Group,
March 6, 2008 (available at http://varma.ece.cmu.edu/summit/).
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Cyber — computation, communication, and control that
are discrete, logical, and switched

Physical — natural and human-made systems governed
by the laws of physics and operating in continuous time

Cyber-Physical Systems — systems in which the cyber
and physical systems are tightly integrated at all scales
and levels

Change from cyber merely appliquéd on physical

Change from physical with off-the-shelf commodity “computing
as parts” mindset

Change from ad hoc to grounded, assured development
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What they are not:
Not desktop computing
Not traditional, post-hoc embedded/real-time systems
Not today’s sensor nets

Some hallmark characteristics:
Cyber capability in every physical component
Networked at multiple and extreme scales
Complex at multiple temporal and spatial scales
Dynamically reorganizing/reconfiguring
High degrees of automation, control loops must close at many scales
Unconventional computational and physical substrates (Bio? Nano?)
Operation must be dependable, certified in some cases

Goals of a CPS research program

A new science for future engineered and monitored/controlled physical
systems (10-20 year perspective)

Physical and cyber (computing, communication, control) design that is
deeply integrated

A BMW is “now actually a network of computers”
[R. Achatz, Seimens, The Economist, Oct. 11, 2007]

Autonomous Cars Credit: PaulStamatiou.com Smart Infrastructure Credit: MO Dept. of Transportion

Lampson’s Grand Challenge:

Reduce traffic deaths to zero

[B. Lampson, Getting Computers to Understand,
Microsoft, J. ACM, 50:1, pp. 70-72, Jan., 2003]
Credit: Dash Navigation, Inc.

Cars as nodes in a network




Energy : smart appliances, buildings,
power grid

Net-zero energy buildings

Minimize peak system usage

No cascading failures

Enable new, sustainable energy sources

Healthcare : embedded medical devices
and smart prosthetics; operating room of
the future; integrated health care delivery
Patient records available at every point of
care
24/7 monitoring and treatment
Enable new, biocompatible technologies
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